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3. The IS O is respons i bl e fo r determ i ni n g the ph ysi ca l and elect roni c evidenc e to be 
gath ered as part of th e inci dent inves t i gat i on.  

4. The IS O, worki n g with t he IRM, will determ i ne i f Univers i t y comm uni cat i on is requi red 
and the cont ent of the co mm uni cat i on. 

5. The IS O will desi gn at e appropri at e te chni cal reso urces to comm uni cat e ne w issues or 
vulnerabi l i t i es to the s yst em vendor and work wit h the vendor to elim i nat e or miti gat e the 
vulnerabi l i t y bein g ex pl oi t ed b y a sp eci fi c thr eat o r set of thre at s.  

6. The IS O is respons i bl e fo r init i at i ng, compl et i ng, and docum ent i ng the in ci dent 
inves t i gat i on . 

7. The IS O is respons i bl e fo r report i n g the inci dent to the:  
a. IR M  
b. Tex as A&M Univers i t y S yst em  
c. Depart m ent of Inform at i on Resources as outl i ned in Tex as Administ rat i ve Code 

202 
d. L oc al, state, or fede ral la w offi ci al s as requi red b y appl i cabl e stat ut es and/or 

regul at i ons  
8. If the inci dent is caus ed b y  a stud ent, facul t y or st aff membe r the ISO ma y  recom m end 

disci pl i nar y acti ons, if ap propri at e . 
9. In the cas e wher e law enf orcem ent is inv ol ved, the ISO will act as the liai s on between 

law enfor cem ent and TAMUK.  
a. Any incid ent that invol ves crim i nal acti vi t y unde r Tex as Penal Code Chapters 33 

(Computer Crimes) or 33A (Tele com m uni cat i ons Crimes) must also be rep ort ed 
to the Univers i t y Poli ce Depart m ent.  
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11. Tex as Administ rat i ve Code, Chapter 202  
12. Tex as A&M Univers i t y -Kin gsvi l l e Acceptabl e Use Procedu re 29.01.99.K1.010  
14. Tex as Gove rnm ent Code, Secti on 441 
 
 
 Contact Office  
 
 
For Mor e Inform at i on, Contact: iTech  
MSC 185, 700 Univers i ty Blvd., Kingsvi l l e, TX 78363-8202 
Contact Phone: 361- 593-2404 
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